
ALSan

attachable leak sanitizer



About me

I am a LG Electronics software engineer committed to memory leak problems

Github: https://github.com/Bojun-Seo

LinkedIn: https://www.linkedin.com/in/bojun-seo-5361b31a4

Email: bojun.seo@lge.com

https://github.com/Bojun-Seo
https://www.linkedin.com/in/bojun-seo-5361b31a4
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Source: C++ Now 2024 opening keynote, C++ painkillers, Anastasia Kazakova



Source: C++ Now 2024 opening keynote, C++ painkillers, Anastasia Kazakova



Memory leak matters in C++?

- Using smart pointer correctly → no unreachable memory leak



- Using smart pointer correctly → no unreachable memory leak

- But, sometimes
- Use raw pointer
- Use smart pointer incorrectly
- Use C library incorrectly

Memory leak matters in C++?



source: https://github.com/tensorflow/tensorflow/pull/61391

https://github.com/tensorflow/tensorflow/pull/61391


- Using smart pointer correctly → no unreachable memory leak

- But, sometimes
- Use raw pointer
- Use smart pointer incorrectly
- Use C library incorrectly

- Inevitable issue even for expert C++ developers

Memory leak matters in C++?
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Memory leak detection tools

- Valgrind
- Runs target program on its own VM
- Detect memory issues including leak but very slow(5 - 100 times)[1]

- AddressSanitizer - ASan
- Native run(need recompile)
- Detect memory issues including leak but slow(about 2 times)[2]

[1]: https://valgrind.org/info/about.html

[2]: https://github.com/google/sanitizers/wiki/AddressSanitizerPerformanceNumbers

https://valgrind.org/info/about.html
https://github.com/google/sanitizers/wiki/AddressSanitizerPerformanceNumbers


Memory leak detection tools

- Valgrind
- Runs target program on its own VM
- Detect memory issues including leak but very slow(5 - 100 times)[1]

- AddressSanitizer - ASan
- Native run(need recompile)
- Detect memory issues including leak but slow(about 2 times)[2]

- LeakSanitizer - LSan
- Native run(library preload)
- Detect memory leak only and not slow

[1]: https://valgrind.org/info/about.html

[2]: https://github.com/google/sanitizers/wiki/AddressSanitizerPerformanceNumbers

https://valgrind.org/info/about.html
https://github.com/google/sanitizers/wiki/AddressSanitizerPerformanceNumbers


LeakSanitizer overview

// do something1
p = malloc();
// do something2

Target program

analyze and report

LSan library

On process exit

Target process

save/delete
allocation information

read

preload hook

Control
Data



How LeakSanitizer works

1. Hooks memory allocator functions
2. Save/delete allocation information to analyze and report
3. Analyze and report unreachable memory

LSan library is preloaded on target process starting
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LSan library is preloaded on target process starting

1. Need to test again



LSan library is preloaded on target process starting

User need to test again!

1. Need to test again



LSan library is preloaded on target process starting

User need to test again!

Problem of retest

- Hard to know reproduction scenario
- Take a long time to perform reproduction scenario

1. Need to test again
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// do something1
p = malloc();
// do something2

analyze and report

LSan library

On process exit

Target process

save/delete
allocation information

read

preload hook

Control
Data

2. Report on process exit

Daemon or service 
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// do something1
p = malloc();
// do something2

Target program
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LSan library
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eBPF(extended Berkeley Packet Filter)

- Virtual machine running inside Linux Kernel

User                                                                           Kernel

eBPF VM



eBPF(extended Berkeley Packet Filter)

- Virtual machine running inside Linux Kernel

- Allow user defined code can be run inside Linux kernel

User                                                                           Kernel

eBPF program eBPF VM

eBPF program

compiled and loaded



eBPF use cases

Source: https://ebpf.io/static/e293240ecccb9d506587571007c36739/f2674/overview.png



eBPF use cases

Source: https://ebpf.io/static/e293240ecccb9d506587571007c36739/f2674/overview.png



Uprobe

- Provide dynamic tracing for user-level applications



Uprobe

- Provide dynamic tracing for user-level applications

     Able to hook user function



Uprobe

- Provide dynamic tracing for user-level applications

     Able to hook user function

main
int main() {
  foo();
}

foo



Uprobe

- Provide dynamic tracing for user-level applications

     Able to hook user function

main

foo

main

foo
do 
something

int main() {
  foo();
}



eBPF application overview
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eBPF program

eBPF VM

eBPF maps

uprobe
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…
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// do something1
foo();
// do something2

Target process

Control Data

eBPF application process



eBPF application overview
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eBPF application overview
User                                                               Kernel

eBPF program

eBPF VM

eBPF maps

uprobe
kprobe

…
…

trigger

analyze and 
report

async read

// do something1
foo();
// do something2

eBPF program

Target process

Control Data

eBPF application process

compiled and loaded



Prerequisite

1. Root privilege

2. Kernel configs
- CONFIG_UPROBES, CONFIG_UPROBE_EVENTS
- CONFIG_BPF, CONFIG_BPF_xxx, etc

Enabled by default on major Linux distributions
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What is Attachable LSan?

eBPF application



1. Hooks memory allocator functions
2. Save/delete allocation information to analyze and report
3. Analyze and report unreachable memory

What is Attachable LSan?

eBPF application



1. Hooks memory allocator functions
2. Save/delete allocation information to analyze and report
3. Analyze and report unreachable memory

What is Attachable LSan?

eBPF application

Same as LSan



ALSan overview
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Hook functions on running process
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Allocation info saved in kernel
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Analyze and report as it wants
User                                                               Kernel

eBPF program

eBPF VM
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Attachable

Not affects user memory

Report as it wants

Only Linux

Kernel configs

Root privilege

Pros

Cons
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Demo

- Examples
- Simple case
- Long test case

- Actual open source leaks
- https://github.com/nlohmann/json/issues/2865
- https://github.com/nlohmann/json/issues/3881

1.
2.

1.
2.

https://github.com/nlohmann/json/issues/2865
https://github.com/nlohmann/json/issues/3881


Simple example



# Original leak sanitizer usage

$ cat test_new.cpp
int* baz() { return new int; }
int* bar() { return baz(); }
int* foo() { return bar(); }
int main() { auto p = foo(); }

Simple example - original leak sanitizer



# Original leak sanitizer usage

$ cat test_new.cpp
int* baz() { return new int; }
int* bar() { return baz(); }
int* foo() { return bar(); }
int main() { auto p = foo(); }
$ g++ -fsanitize=leak test_new.cpp

Simple example - original leak sanitizer



# Original leak sanitizer usage

$ cat test_new.cpp
int* baz() { return new int; }
int* bar() { return baz(); }
int* foo() { return bar(); }
int main() { auto p = foo(); }
$ g++ -fsanitize=leak test_new.cpp
$ ./a.out
=================================================================
==22642==ERROR: LeakSanitizer: detected memory leaks
Direct leak of 4 byte(s) in 1 object(s) allocated from:
    #0 0x709c4ca12a92 in operator new(unsigned long) lsan_interceptors.cpp:248
    #1 0x645bc216615a in baz() (/home/bojun/a.out+0x115a)
    #2 0x645bc2166169 in bar() (/home/bojun/a.out+0x1169)
    #3 0x645bc2166178 in foo() (/home/bojun/a.out+0x1178)
    #4 0x645bc216618b in main (/home/bojun/a.out+0x118b)
    #5 0x709c4c229d8f in __libc_start_call_main libc_start_call_main.h:58
SUMMARY: LeakSanitizer: 4 byte(s) leaked in 1 allocation(s).

Simple example - original leak sanitizer



# Attachable leak sanitizer usage

$ cat test_new_loop.cpp
#include <chrono>
#include <thread>
int* baz() { return new int; }
int* bar() { return baz(); }
int* foo() { return bar(); }
int main() {
  while (true) {
    std::this_thread::sleep_for(std::chrono::seconds(5));
    auto p = foo();
  }
}

Simple example - attachable leak sanitizer



# Attachable leak sanitizer usage

$ cat test_new_loop.cpp
#include <chrono>
#include <thread>
int* baz() { return new int; }
int* bar() { return baz(); }
int* foo() { return bar(); }
int main() {
  while (true) {
    std::this_thread::sleep_for(std::chrono::seconds(5));
    auto p = foo();
  }
}
$ g++ test_new_loop.cpp

Simple example - attachable leak sanitizer



# Attachable leak sanitizer usage

$ cat test_new_loop.cpp
#include <chrono>
#include <thread>
int* baz() { return new int; }
int* bar() { return baz(); }
int* foo() { return bar(); }
int main() {
  while (true) {
    std::this_thread::sleep_for(std::chrono::seconds(5));
    auto p = foo();
  }
}
$ g++ test_new_loop.cpp
$ ./a.out &
[1] 22685

Simple example - attachable leak sanitizer



# Attachable leak sanitizer usage

$ sudo ./alsan -p 22685
[2024-04-21 12:47:14] Print leaks:
4 bytes direct leak found in 1 allocations from stack id(26903)
        #1 0x0070a8758ae98c _Znwm+0x1c (libstdc++.so.6.0.30+0xae98c)
        #2 0x005dfdc5c921ca _Z3barv+0xd (/home/bojun/a.out+0x11ca)
        #3 0x005dfdc5c921d9 _Z3foov+0xd (/home/bojun/a.out+0x11d9)
        #4 0x005dfdc5c92221 main+0x46 (/home/bojun/a.out+0x1221)
        #5 0x0070a875429d90 [unknown] (libc.so.6+0x29d90)

Simple example - attachable leak sanitizer



# Attachable leak sanitizer usage

$ sudo ./alsan -p 22685
[2024-04-21 12:47:14] Print leaks:
4 bytes direct leak found in 1 allocations from stack id(26903)
        #1 0x0070a8758ae98c _Znwm+0x1c (libstdc++.so.6.0.30+0xae98c)
        #2 0x005dfdc5c921ca _Z3barv+0xd (/home/bojun/a.out+0x11ca)
        #3 0x005dfdc5c921d9 _Z3foov+0xd (/home/bojun/a.out+0x11d9)
        #4 0x005dfdc5c92221 main+0x46 (/home/bojun/a.out+0x1221)
        #5 0x0070a875429d90 [unknown] (libc.so.6+0x29d90)

[2024-04-21 12:47:24] Print leaks:
12 bytes direct leak found in 3 allocations from stack id(26903)
        #1 0x0070a8758ae98c _Znwm+0x1c (libstdc++.so.6.0.30+0xae98c)
        #2 0x005dfdc5c921ca _Z3barv+0xd (/home/bojun/a.out+0x11ca)
        #3 0x005dfdc5c921d9 _Z3foov+0xd (/home/bojun/a.out+0x11d9)
        #4 0x005dfdc5c92221 main+0x46 (/home/bojun/a.out+0x1221)
        #5 0x0070a875429d90 [unknown] (libc.so.6+0x29d90)

Simple example - attachable leak sanitizer



The symbol of the function that calls “new” 
disappeared

https://github.com/iovisor/bcc/issues/4958

https://github.com/iovisor/bcc/issues/4958


One solution has been suggested 
on LinuxCon 2024

https://sched.co/1aBwB

https://sched.co/1aBwB


# Attachable leak sanitizer usage

$ sudo ./alsan -p 22685
[2024-04-21 14:51:42] Print leaks:
4 bytes direct leak found in 1 allocations from stack id(26903)
        #1 0x0070a8758ae98c _Znwm+0x1c (libstdc++.so.6.0.30+0xae98c)
        #2 0x005dfdc5c921bb _Z3bazv+0xd (/home/bojun/a.out+0x11bb)
        #3 0x005dfdc5c921ca _Z3barv+0xd (/home/bojun/a.out+0x11ca)
        #4 0x005dfdc5c921d9 _Z3foov+0xd (/home/bojun/a.out+0x11d9)
        #5 0x005dfdc5c92221 main+0x46 (/home/bojun/a.out+0x1221)
        #6 0x0070a875429d90 [unknown] (libc.so.6+0x29d90)

Simple example - attachable leak sanitizer



Long test case example



int idx = 0;
std::string log[N];
int* data[M];

void send(const std::string& msg) {
  // save msg for logging
  log[idx++] = msg;

  // do something
}

Long test case example



constexpr int N = 1000 * 1000;
int idx = 0;
std::string log[N];
int* data[M];

void send(const std::string& msg) {
  // save msg for logging
  log[idx++] = msg;

  // do something
}

Buffer overflow will be happened after ‘send’ 
function is called more than ‘N’ times

Long test case example



#include <chrono>
#include <thread>
constexpr int N = 5000; constexpr int M = 100000;
int idx = 0; int logs[N]; int* data[M];
void send(int msg) { logs[idx++] = msg; }
int main(int argc, char* argv[]) {
  for (int i = 0; i < N; ++i) {
    send(1024);
    std::this_thread::sleep_for(std::chrono::milliseconds( 5));
  }
  for (int i = 0; i < M; ++i) {
    data[i] = new int;
    send(2024);
    std::this_thread::sleep_for(std::chrono::seconds( 5));
  }
  return 0;
}

Long test case example



$ g++ long_test.cpp
$ ./a.out &
[1] 66285

Long test case example



$ g++ long_test.cpp
$ ./a.out &
[1] 66285
$ sudo ./alsan -p 66285
[2024-05-01 15:47:32] Print leaks:

[2024-05-01 15:47:43] Print leaks:
4 bytes direct leak found in 1 allocations from stack id(37558)
        #1 0x007c064c0ae98c _Znwm+0x1c (libstdc++.so.6.0.30+0xae98c)
        #2 0x007c064bc29d90 [unknown] (libc.so.6+0x29d90)

[2024-05-01 15:47:54] Print leaks:
8 bytes direct leak found in 2 allocations from stack id(37558)
        #1 0x007c064c0ae98c _Znwm+0x1c (libstdc++.so.6.0.30+0xae98c)
        #2 0x007c064bc29d90 [unknown] (libc.so.6+0x29d90)

Long test case example



Actual open source leak



Json
https://github.com/nlohmann/json

https://github.com/nlohmann/json


Case 1. ASAN detects memory leaks

https://github.com/nlohmann/json/issues/2865

https://github.com/nlohmann/json/issues/2865


# Original leak sanitizer

$ ./a.out

=================================================================

==23043==ERROR: LeakSanitizer: detected memory leaks

Direct leak of 32 byte(s) in 1 object(s) allocated from:

    #0 0x7c4041812a92 in operator new(unsigned long) ../../../../src/libsanitizer/lsan/lsan_interceptors.cpp:248

    #1 0x587d6d759f0f in __gnu_cxx::new_allocator<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > >::allocate(unsigned long, void const*) (/home/bojun/json/incl

    #2 0x587d6d7584d1 in std::allocator_traits<std::allocator<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > > >::allocate(std::allocator<std::__cxx11::basic_s

    #3 0x587d6d7576b2 in std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >* nlohmann::basic_json<std::map, std::vector, std::__cxx11::basic_string<char, std::char

    #4 0x587d6d755e47 in nlohmann::basic_json<std::map, std::vector, std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, bool, long, unsigned long, double, std::al

    #5 0x587d6d754ce4 in nlohmann::basic_json<std::map, std::vector, std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, bool, long, unsigned long, double, std::al

    #6 0x587d6d75e2f2 in std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > const, nlohmann::basic_json<std::map, std::vector, std::__cxx11::basic_string

    #7 0x587d6d75e364 in void __gnu_cxx::new_allocator<std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::cha

    #8 0x587d6d75e25c in void std::allocator_traits<std::allocator<std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allo

    #9 0x587d6d75e1ab in void std::_Rb_tree<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, std::pair<std::__cxx11::basic_

    #10 0x587d6d75e0b1 in std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > const, nlohm

    #11 0x587d6d75df62 in std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > const, nlohmann::basic_jso

Original leak sanitizer - Actual case 1



# Original leak sanitizer

    #12 0x587d6d75dd0f in std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > const

    #13 0x587d6d75d89d in std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > const,

    #14 0x587d6d75d1e0 in std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > const, nlohmann::

    #15 0x587d6d75c796 in std::_Rb_tree<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, std::pair<std::__cxx11::basic_string<c

    #16 0x587d6d75b99c in std::_Rb_tree<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, std::pair<std::__cxx11::basic_string<ch

    #17 0x587d6d75a9fe in std::map<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, nlohmann::basic_json<std::map, std::vector, std::__cxx11::bas

    #18 0x587d6d75aa4c in void __gnu_cxx::new_allocator<std::map<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, nlohmann::basic_json<

    #19 0x587d6d758fe5 in void std::allocator_traits<std::allocator<std::map<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, 

    #20 0x587d6d757410 in std::map<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, nlohmann::basic_json<std::map, std::vecto

    #21 0x587d6d755df3 in nlohmann::basic_json<std::map, std::vector, std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, bool

    #22 0x587d6d754c94 in nlohmann::basic_json<std::map, std::vector, std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, bool, long,

    #23 0x587d6d753afe in main (/home/bojun/json/include/a.out+0x3afe)

    #24 0x7c4041029d8f in __libc_start_call_main ../sysdeps/nptl/libc_start_call_main.h:58

Original leak sanitizer - Actual case 1



# Attachable leak sanitizer

$ sudo ./alsan -p 23064

[2024-04-21 14:02:57] Print leaks:

32 bytes direct leak found in 1 allocations from stack id(31826)

        #1 0x0071b13faae98c _Znwm+0x1c (/usr/lib/x86_64-linux-gnu/libstdc++.so.6.0.30+0xae98c)

        #2 0x0060ec8ec909a4 _ZNSt16allocator_traitsISaINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEEE8allocateERS6_m+0x2c (/home/bojun/json/include/a.out+0x89a4)

        #3 0x0060ec8ec8fb85 _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEE6createIS8_JRKS8_EEEPT_DpOT0_+0x45

        #4 0x0060ec8ec8e1e6 _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEE10json_valueC2ERKS8_+0x20 (/home/b

        #5 0x0060ec8ec8ce2b _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEEC2ERKSC_+0xe7 (/home/bojun/json/in

        #6 0x0060ec8ec967c5 _ZNSt4pairIKNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS7_14adl_serializerESA_IhSaIhEEEEEC2ERKSF_+0x43 (/ho

        #7 0x0060ec8ec96837 _ZN9__gnu_cxx13new_allocatorISt13_Rb_tree_nodeISt4pairIKNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonISt3mapSt6vectorS8_blmdSaNSA_14adl

        #8 0x0060ec8ec9672f _ZNSt16allocator_traitsISaISt13_Rb_tree_nodeISt4pairIKNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonISt3mapSt6vectorS7_blmdSaNS9_14adl_s

        #9 0x0060ec8ec9667e _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt1

        #10 0x0060ec8ec96584 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

        #11 0x0060ec8ec96435 _ZNKSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEES

        #12 0x0060ec8ec961e2 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

        #13 0x0060ec8ec95d70 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

        #14 0x0060ec8ec956b3 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

        

#15 0x0060ec8ec94c69 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

10_Select1stISG_ESt4lessIvESaISG_EE7_M_copyERKSM_+0x4d (/home/bojun/json/include/a.out+0xcc69)

        #16 0x0060ec8ec93e6f _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

10_Select1stISG_ESt4lessIvESaISG_EEC2ERKSM_+0x51 (/home/bojun/json/include/a.out+0xbe6f)

        #17 0x0060ec8ec92ed1 _ZNSt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonIS_St6vectorS5_blmdSaNS6_14adl_serializerES8_IhSaIhEEEESt4lessIvESaISt4pairIKS5

_SC_EEEC2ERKSJ_+0x27 (/home/bojun/json/include/a.out+0xaed1)

        #18 0x0060ec8ec92f1f _ZN9__gnu_cxx13new_allocatorISt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonIS1_St6vectorS7_blmdSaNS8_14adl_serializerESA_IhSaIhE

EEESt4lessIvESaISt4pairIKS7_SE_EEEE9constructISL_JRKSL_EEEvPT_DpOT0_+0x4b (/home/bojun/json/include/a.out+0xaf1f)

        #19 0x0060ec8ec914b8 _ZNSt16allocator_traitsISaISt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonIS0_St6vectorS6_blmdSaNS7_14adl_serializerES9_IhSaIhEEE

ESt4lessIvESaISt4pairIKS6_SD_EEEEE9constructISK_JRKSK_EEEvRSL_PT_DpOT0_+0x3a (/home/bojun/json/include/a.out+0x94b8)

        #20 0x0060ec8ec8f8e3 _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEE6createIS1_IS8_SC_St4lessIvESaISt

4pairIKS8_SC_EEEJRKSK_EEEPT_DpOT0_+0x8b (/home/bojun/json/include/a.out+0x78e3)

        #21 0x0060ec8ec8e192 _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEE10json_valueC2ERKS1_IS8_SC_St4les

sIvESaISt4pairIKS8_SC_EEE+0x20 (/home/bojun/json/include/a.out+0x6192)

        #22 0x0060ec8ec8cddb _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEEC2ERKSC_+0x97 (/home/bojun/json/i

nclude/a.out+0x4ddb)

        #23 0x0060ec8ec8bb3f _Z3foov+0xa4 (/home/bojun/json/include/a.out+0x3b3f)

        #24 0x0060ec8ec8bc52 main+0x46 (/home/bojun/json/include/a.out+0x3c52)

        #25 0x0071b13f629d90 [unknown] (/usr/lib/x86_64-linux-gnu/libc.so.6+0x29d90)

Attachable leak sanitizer - Actual case 1



# Attachable leak sanitizer

        #15 0x0060ec8ec94c69 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

        #16 0x0060ec8ec93e6f _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann10basic_jsonISt3mapSt6vectorS5_blmdSaNS8_14adl_serializerESB_IhSaIhEEEEESt

        #17 0x0060ec8ec92ed1 _ZNSt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonIS_St6vectorS5_blmdSaNS6_14adl_serializerES8_IhSaIhEEEESt4lessIvESaISt4pairIKS5

        #18 0x0060ec8ec92f1f _ZN9__gnu_cxx13new_allocatorISt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonIS1_St6vectorS7_blmdSaNS8_14adl_serializerESA_IhSaIhE

        #19 0x0060ec8ec914b8 _ZNSt16allocator_traitsISaISt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann10basic_jsonIS0_St6vectorS6_blmdSaNS7_14adl_serializerES9_IhSaIhEEE

        #20 0x0060ec8ec8f8e3 _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEE6createIS1_IS8_SC_St4lessIvESaISt

        #21 0x0060ec8ec8e192 _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEE10json_valueC2ERKS1_IS8_SC_St4les

        #22 0x0060ec8ec8cddb _ZN8nlohmann10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS_14adl_serializerES2_IhSaIhEEEC2ERKSC_+0x97 (/home/bojun/json/i

        #23 0x0060ec8ec8bb3f _Z3foov+0xa4 (/home/bojun/json/include/a.out+0x3b3f)

        #24 0x0060ec8ec8bc52 main+0x46 (/home/bojun/json/include/a.out+0x3c52)

        #25 0x0071b13f629d90 [unknown] (/usr/lib/x86_64-linux-gnu/libc.so.6+0x29d90)

Attachable leak sanitizer - Actual case 1



Case 2.

Memory leak when exception is thrown in adl_serializer::to_json

https://github.com/nlohmann/json/issues/3881

https://github.com/nlohmann/json/issues/3881


# Original leak sanitizer

$ ./a.out                                                                                                                                                    

=================================================================

==7259==ERROR: LeakSanitizer: detected memory leaks

Indirect leak of 80 byte(s) in 1 object(s) allocated from:

    #0 0x79c1f2212a92 in operator new(unsigned long) ../../../../src/libsanitizer/lsan/lsan_inte

    #1 0x5db58d730649 in __gnu_cxx::new_allocator<std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>,

    #2 0x5db58d730005 in std::allocator_traits<std::allocator<std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allo

    #3 0x5db58d72f3b6 in std::_Rb_tree<std::__cxx11::basic_string<char, std::char_traits<char>,

    #4 0x5db58d72e304 in std::_Rb_tree_node<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, 

    #5 0x5db58d72d141 in std::pair<std::_Rb_tree_iterator<std::pair<std::__cxx11::basic_string<char, std::char

    #6 0x5db58d72bfe7 in std::pair<std::_Rb_tree_iterator<std::pair<std::__cxx11::basic_string<

    #7 0x5db58d72b22c in nlohmann::json_abi_v3_11_2::basic_json<std::map, std::vector, std::__cxx11::basic_string<char,

    #8 0x5db58d72a50b in nlohmann::json_abi_v3_11_2::basic_json<std::map, std::vector, std::__cxx11::basic_string<char, 

    #9 0x5db58d7297a8 in nlohmann::json_abi_v3_11_2::adl_serializer<Foo, void>::to_json(nlohmann::json_abi_v3_11_2::basic_json<std::map, std::vector,

    #10 0x5db58d72a6a6 in nlohmann::json_abi_v3_11_2::basic_json<std::map, std::vector, std::__cxx11::basic_string<char, std::char

    #11 0x5db58d729875 in main (/home/bojun/json/include/a.out+0x2875)

    #12 0x79c1f1a29d8f in __libc_start_call_main ../sysdeps/nptl/libc_start_call_main.h:58

Original leak sanitizer - Actual case 2



Indirect leak of 48 byte(s) in 1 object(s) allocated from:

    #0 0x79c1f2212a92 in operator new(unsigned long) ../../../../src/libsanitizer/lsan/lsan_interceptors.cpp:248

    #1 0x5db58d72e12a in __gnu_cxx::new_allocator<std::map<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, n

    #2 0x5db58d72cf80 in std::allocator_traits<std::allocator<std::map<std::__cxx11::basic_string<char, std::char_traits<char>,

    #3 0x5db58d72bec8 in std::map<std::__cxx11::basic_string<char, std::char_traits<char>, std::

    #4 0x5db58d72b1c9 in nlohmann::json_abi_v3_11_2::basic_json<std::map, std::vector, std::__cxx11::basic_string<char,

    #5 0x5db58d72a50b in nlohmann::json_abi_v3_11_2::basic_json<std::map, std::vector, std::_

    #6 0x5db58d7297a8 in nlohmann::json_abi_v3_11_2::adl_serializer<Foo, void>::to_json(nlohmann::json_ab

    #7 0x5db58d72a6a6 in nlohmann::json_abi_v3_11_2::basic_json<std::map, std::vector, std::__cxx11:

    #8 0x5db58d729875 in main (/home/bojun/json/include/a.out+0x2875)

    #9 0x79c1f1a29d8f in __libc_start_call_main ../sysdeps/nptl/libc_start_call_main.h:58

SUMMARY: LeakSanitizer: 128 byte(s) leaked in 2 allocation(s).

Original leak sanitizer - Actual case 2



# Attachable leak sanitizer

$ sudo ./alsan -p 22883

[2024-04-21 13:42:39] Print leaks:

80 bytes indirect leak found in 1 allocations from stack id(50619)

        #1 0x0076d4ad2ae98c _Znwm+0x1c (/usr/lib/x86_64-linux-gnu/libstdc++.so.6.0.30+0xae98c)

        #2 0x005c11b1f954d2 _ZNSt16allocator_traitsISaISt13_Rb_tree_nodeISt4pairIKNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorS7_blmdSaNSA_14adl_serializerESD_IhSaIhEEvEEEEEE8allocateERSK_m+0x2c (/home/bojun/json/include/a.out+0x94d2)

        #3 0x005c11b1f94883 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorS5_blmdSaNS9_14adl_serializerESC_IhSaIhEEvEEESt10_Select1stISH_ESt4lessIvESaISH_EE11_M_get_nodeEv+0x29 (/home/bojun/json/include/a.out+0x8883)

        #4 0x005c11b1f937d1 _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorS5_blmdSaNS9_14adl_serializerESC_IhSaIhEEvEEESt10_Select1stISH_ESt4lessIvESaISH_EE14_M_create_nodeIJS5_DnEEEPSt13_Rb_tree_nodeISH_EDpOT_+0x25 (/home/bojun/json/include/a.out+0x77d1)

        #5 0x005c11b1f9260e _ZNSt8_Rb_treeINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEESt4pairIKS5_N8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorS5_blmdSaNS9_14adl_serializerESC_IhSaIhEEvEEESt10_Select1stISH_ESt4lessIvESaISH_EE17_M_emplace_uniqueIJS5_DnEEES6_ISt17_Rb_tree_iteratorISH_EbEDpOT_+0x58 (/home/bojun/json/include/a.out+0x660e)

        #6 0x005c11b1f914b4 _ZNSt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann16json_abi_v3_11_210basic_jsonIS_St6vectorS5_blmdSaNS7_14adl_serializerES9_IhSaIhEEvEESt4lessIvESaISt4pairIKS5_SD_EEE7emplaceIJS5_DnEEESG_ISt17_Rb_tree_iteratorISI_EbEDpOT_+0x48 (/home/bojun/json/include/a.out+0x54b4)

        #7 0x005c11b1f905c5 _ZN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS0_14adl_serializerES3_IhSaIhEEvEixES9_+0xa5 (/home/bojun/json/include/a.out+0x45c5)

        #8 0x005c11b1f8f64c _ZN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS0_14adl_serializerES3_IhSaIhEEvEixIKcEERSD_PT_+0x5a (/home/bojun/json/include/a.out+0x364c)

        #9 0x005c11b1f8e7e9 _ZN8nlohmann16json_abi_v3_11_214adl_serializerI3FoovE7to_jsonERNS0_10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaS1_S6_IhSaIhEEvEERKS2_+0x4f (/home/bojun/json/include/a.out+0x27e9)

        #10 0x005c11b1f8f7e7 _ZN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS0_14adl_serializerES3_IhSaIhEEvEC2I3FooSF_Li0EEEOT_+0x45 (/home/bojun/json/include/a.out+0x37e7)

        #11 0x005c11b1f8e8b6 _Z3foov+0x3c (/home/bojun/json/include/a.out+0x28b6)

        #12 0x005c11b1f8e933 main+0x46 (/home/bojun/json/include/a.out+0x2933)

        #13 0x0076d4ace29d90 [unknown] (/usr/lib/x86_64-linux-gnu/libc.so.6+0x29d90)

Attachable leak sanitizer - Actual case 2



48 bytes indirect leak found in 1 allocations from stack id(40760)

        #1 0x0076d4ad2ae98c _Znwm+0x1c (/usr/lib/x86_64-linux-gnu/libstdc++.so.6.0.30+0xae98c)

        #2 0x005c11b1f9244d _ZNSt16allocator_traitsISaISt3mapINSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEN8nlohmann16json_abi_v3_11_210basic_jsonIS0_St6vectorS6_blmdSaNS8_14adl_serializerESA_IhSaIhEEvEESt4lessIvESaISt4pairIKS6_SE_EEEEE8allocateERSM_m+0x2c (/home/bojun/json/include/a.out+0x644d)

        #3 0x005c11b1f91395 _ZN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS0_14adl_serializerES3_IhSaIhEEvE6createIS2_IS9_SD_St4lessIvESaISt4pairIKS9_SD_EEEJEEEPT_DpOT0_+0x41 (/home/bojun/json/include/a.out+0x5395)

        #4 0x005c11b1f90562 _ZN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS0_14adl_serializerES3_IhSaIhEEvEixES9_+0x42 (/home/bojun/json/include/a.out+0x4562)

        #5 0x005c11b1f8f64c _ZN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS0_14adl_serializerES3_IhSaIhEEvEixIKcEERSD_PT_+0x5a (/home/bojun/json/include/a.out+0x364c)

        #6 0x005c11b1f8e7e9 _ZN8nlohmann16json_abi_v3_11_214adl_serializerI3FoovE7to_jsonERNS0_10basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaS1_S6_IhSaIhEEvEERKS2_+0x4f (/home/bojun/json/include/a.out+0x27e9)

        #7 0x005c11b1f8f7e7 _ZN8nlohmann16json_abi_v3_11_210basic_jsonISt3mapSt6vectorNSt7__cxx1112basic_stringIcSt11char_traitsIcESaIcEEEblmdSaNS0_14adl_serializerES3_IhSaIhEEvEC2I3FooSF_Li0EEEOT_+0x45 (/home/bojun/json/include/a.out+0x37e7)

        #8 0x005c11b1f8e8b6 _Z3foov+0x3c (/home/bojun/json/include/a.out+0x28b6)

        #9 0x005c11b1f8e933 main+0x46 (/home/bojun/json/include/a.out+0x2933)

        #10 0x0076d4ace29d90 [unknown] (/usr/lib/x86_64-linux-gnu/libc.so.6+0x29d90)

Attachable leak sanitizer - Actual case 2



Appendix



Way to build ALSan



# Way to build and run attachable lsan on Ubuntu 22.04.3
# Need to install some packages
~$ sudo apt install git cmake libclang-dev libelf-dev llvm clang

~$ git clone https://github.com/Bojun-Seo/bcc.git -b lsan
~$ cd bcc/
~/bcc$ mkdir build
~/bcc$ cd build/
~/bcc/build$ cmake ..
~/bcc/build$ cd ../libbpf-tools/
~/bcc/libbpf-tools$ make lsan
~/bcc/libbpf-tools$



Thanks


