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What are formal methods?

* "Formal Methods" refers to mathematically rigorous techniques & tools for
the specification, design & verification of software and hardware systems.
« Statically done: no need to execute the software

« Mathematically rigorous: The analysis can be counted on to be sound and correct
based on the inputs you give at the entry points

 Rigorous logic: Can be checked by a “mechanical process” —i.e. “do the math”

* They provide a means to symbolically examine the entire state space of a
digital design (...) and establish a correctness or safety property that is
true for a given set of input ranges.

* |t can be exhaustive for these ranges — no false negatives
» False positives may still exist

(https://shemesh.larc.nasa.gov/fm/fm-what.html)
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What type of formal methods?

» Value analysis: Inject range of values at entry points and use that info to
determine “interesting properties”

» Are there undefined behaviors that are mathematically possible?
Ex: integer overflow, out-of-bound array access

» Are there undesirable behaviors that are mathematically possible?

Ex: NaN or infinity on float (if the program is not designed for these values)

« Are we constantly in a good state machine functionally speaking?
(for example, according to a contract)

* For the first two use cases, formal notation is not required, as software specs do
not impact the presence or absence of these behaviors

« Formal proof: mathematically rigorous demonstration that a program
satisfies its specification under all possible inputs and executions

» Requires developers to provide software requirements in the form of a contract
» May also require additional assert statements to be effective
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Value analysis in action

Entry function
O x => 0..UINT_MAX

Determine input values in the program

« Entry function Sensor read
« Any stubs (i.e. out of scope function calls) 0..255 A A
» Ex: Sensor read, library call, etc O A :
, Lib call
 Default to full range (or dark assumptions) 0..255

Make a mathematical model of the
program’s control and data flows

Cascade input values throughout this

: a++;
mathematical model z=1/y; signed
« So each variable read and write has a range of C:I’ic?gt overflow

valid values

Use that info to spot “interesting info”
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Abstract interpretation

* Formal methods can be computationally intensive
* You need results in practical time
« Value domains can at times be complex, leading to arduous calculations

» Abstract interpretation keeps things moving
 Allows tools to represent ranges via abstractions

* These abstractions will either be (1) an exact representation of concrete values
or (2) a strict superset

* Never a subset
« Backed by decades of academic research

« This means these tools can have false positives, but never false negatives
* No error will ever slip by
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Formal methods today

 For non-trivial code, formal methods are the only technique that can
provide an exhaustive analysis
« Exhaustive testing is generally not possible
« Other possible static detection techniques can have false negatives

 For critical code, this seems to be a “match made in heaven”
« Runtime errors can lead to unreliable and unsafe operations
* Runtime errors can also lead to cybersecurity hazards
 Logical correctness can also be proven

* Then... here is the “the question that kills...”
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Why are so few
organizations using
formal methods?
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Market reality check

« Based on my research, there is no authoritative study that shows how
much formal methods are currently being used in critical software
development...

« ... based on (very empirical) experience, formal methods are not being
used by most organizations writing critical software

* Most are using traditional static analysis, which do not use the type of rigorous
formal methods that we are talking about here

* Many simply do not know that formal methods / exhaustive analysis tools are
available

« Others are concerned about a few challenges associated with formal methods
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Hurdles to adoption

« Formal methods are too complicated for adoption in industrial settings

* Formal methods lead to lengthy analyses

* Formal methods lead to too many false positives

Question: Can these be overcome?
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Perception: too complicated

« Often comes with own formal methods language
 Alloy, dafne, etc
* Heavy mathematical bent
» Supported by academia and a (limited) community

 Tools available primarily focused on a command line utilization

* The result: not ubiquitous
* Known by a chosen few
« Significant recruitment issues (or training costs skyrocket)
* Vicious circle

11 May 2026
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Solution — simplify accessibility

Our experience: using a special formal method language is not necessary for
engineers to leverage formal methods to detect runtime errors

« The information necessary to detect this type of bug is “baked in” the code — it doesn’t depend
on the code’s requirements

Many “internal engine” usage of special languages can (and should) be abstracted
away

 Definition of input values can be provided by default (with dark assumptions)

* They can also be done via a tool that can consume that information in a more practical format
» GUI, spreadsheet, special function calls, etc

The idea is to enable access to the power of formal methods via technology that are
already well-understood by software developers and testers

 |IDE environment
* “Plain old” code (C, C++, Rust...)

11 May 2026 10
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The role of a tool is to
simplify users’ lives and
multiply their efficiency

Not to make them jump
through hoops
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Perception: takes too long

« Formal methods can lead to significant computing time
« Abstract Interpretation can help keep these computation time at bay
» Can still be significant

» Detecting runtime errors is best done at their inception

 |deal use case: developers can use formal methods as a sanity checker
» CI/CD can be used to provide long-term guardrails

« That entails an iterative approach
» Try to correct the bug -> use formal methods to confirm -> “cycle and repeat”

* Lengthy analysis time can hamper adoption and negate advantages
« If the analysis takes hours, the iterative approach will be highly impractical
« Time-to-market imperatives put a premium on timely diagnostics

11 May 2026
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Solution — optimize analysis speed

Qur experience: It is possible to analyze non-trivial code sizes in minutes
* Ex: 12KLOC in 5-10 minutes in a VM (Lima) on Mac using Rosetta translations

Regular (and cheap) hardware with GBs of RAM is now available
» Keep the range information in memory, where it can be read and written swiftly

Optimize the algorithm to save as many CPU cycles

Divide and conquer appropriately
« Critical software is not “spaghetti-like” — it can be divided in modules

» Analyze each module separately — and expect regular/irregular input from other modules
« This also leads to more reusable code
* There is usually no need (nor signification) going all the way to a file-by-file approach

11 May 2026
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Solution — optimize analysis speed

 Invest CPU cycles where it makes the most sense
« Abstract interpretation can be tweaked to optimize between speed and precision

« If a function has no errors detected at “speedy” settings, it still means errors
cannot occur

* No false negative guarantee
« Therefore, save on CPU cycles on these functions

« Use that saving to spend more time on functions with errors detected
« They may be proven to be false alarms

11 May 2026
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Formal methods are just
like a mechanical engine

You can “revv up” as the
situation dictates
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Perception: too many false positives

« This is a problem that affects all static analysis approaches

* Formal methods can prove the absence of errors, which has value...

» But if the detected errors are lost in a sea of false positives, it becomes a drag on
productivity, and leads to desensitization and user fatigue

11 May 2026

16



TRUST® SOFT

Solution — minimize false positives

Our experience: A very low density of false positives is achievable
« Obviously depends on the robustness of the code
« Example: A few dozens of errors on 8KLOC of fresh code

Depends on the quality of the implementation of formal methods

Focus more CPU cycles on the zones in the code with potential issues
» As stated before, more time => more precision => lower false positives

Optimize input values
« Default values being “full range” and/or dark assumptions may lead to more alarms
« When this happens, formal methods predicts what may happen in worse case scenarios

« Some of these scenarios may be far-fetched, so restricting ranges / have rosier assumptions may
make sense

« Ultimately, a line must be drawn between the need for reusability and the need to determine if a piece
of code will be reliable in a particular context

11 May 2026
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When using formal
methods, false positives
can be a loaded term

If an error can only occur
rarely, do you want to
know about it?
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Conclusion — runtime error detections

* Formal methods present a major advantage for the development of critical software — no false
negative, ever

« But no false negative by itself is insufficient
» The implementation of formal methods (tool) needs to be accessible and usable
* The analysis needs to conclude in practical time, not take hours or days
» The number of false positives (in the eye of users) must be kept as low as possible

» Low false positive experience is very valuable for industrial applications and should be pursued
» Because there are no false negatives, it helps these tools refine the analysis to eliminate false positives because
they do not rely on “guesses” to determine the potential for runtime errors
» QOur experience shows that for the detection of runtime errors all of this is very possible
* 10K lines of code in 10 minutes or less in a VM is possible
» Actual results depend on complexity

» But what about functional analysis? Can we reuse what we have for runtime errors?

11 May 2026 19
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Moving to functional problems

« Formal methods, using a value analysis approach, are a very efficient way to
detect and remedy runtime errors early in the development process

 For functional issues, value analysis can also be leveraged for certain needs

* For example, through the use of a contract, you can enforce rules regarding permissible
machine states, such as in this example

__tis tc cmac_setup driver tc aes128 set encrypt key .C

s # \null;
requires k  \null;
requires \valid(s);
requires \valid(&s->words[4*(10+1)-11);
requires \valid read(k+(4*4-1));

ensures \old(s) = \null v \old(k) =
ensures \old(s) # \null A \old(k) #

C
S
*
o
=1
4]
0
=
[
=1
(1]
W

null = \result
null = \result

0,
1;

COOOOC

\

\
*/

int tc aesl128 set encrypt key(TCAesKeySched t s, uint8 t const *k)

{
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Moving to functional problems

* As mentioned before, formal proof does not depend on the user (or automation)

to supply value ranges at entry points
« Butis it better?

» Our experience shows that in order to refine these analyses, more elaborate contracts
and asserts need to be designed, which raises the bar for new user onboarding

» Formal proof solvers run much slower

__tis tc_ cmac_setup _driver tc_aesl28 set encrypt key

@/*@ requires s # \null;

COOCOOC

int tc aes128 set encrypt key(TCAesKeySched t s, uint8 t const *k)

{

requires k = \null;

requires \valid(s);

requires \valid(&s->words[4*(10+1)-1]1);

requires \valid read(k+(4*4-1));

ensures \old(s) = \null v \old(k) = \null = \result

ensures \old(s) = \null A \old(k) = \null = \result
*/

Value analysis: 2 seconds

tc_aes128_set_encrypt_key

-
2| = Signed overflow

The operation can overflow with (int)*(k + (unsigned int)4 * i) € [128..255].
Predicate

assert
Value: signed overflow: (int)*(k+(unsigned int)(4*i))<<24 =<
2147483647;

| Review alarm || Inspect k || Inspect i || Inspect ..(unsigned int)4 * i) || Generate report |

L.

2| + )3 alarms: Uninitialized memory
Predicate
| assert initialization: \initialized(k+(4*i+3));

| Review alarm H Inspect k H Inspect i H Inspect .. + (unsigned int)3)) H Generate report |

Formal proof: > 3 mins
11 May 2026 21
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Moving to functional problems

 Analysis time may hamper the adoption of formal methods for functional
verification

« During development, engineers love to run “what-if” scenarios — but this iterative
approach breaks down if the analysis takes too long

» Solvers may become more performant over time; better hardware may also help
» Value analysis delivers some tangible benefits, and runs generally much faster

* Be pragmatic
* Not all code is meant to be used in any context, which means that sometimes formal

proof may be an overkill, and a value analysis will run faster and deliver fewer
alarms

« Avalue analysis, while more limited than formal proof, may still be an improvement
worth pursuing

11 May 2026
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Moving to functional problems

* Leverage language innovation

° C++26 intrOduceS the Concept Of void increment_array_func(std::span<int> array)
. . [[expects: array.size() > 0]]
contracts. As more engineers start using [[ensures r: array[6] > 1000 & array[6] <= 10011]:

them, one major barrier to entry (the
ability to write formal notation) may _
become a lot less important v ACSL translation

 There are reasons to believe that
automated translation between C++
contracts and formal notation languages

SUCh aS ACSL Can be mediated Via LLM 1~equj_1'\es array 1= \nul'[_,
o "; SO thls means formal methods requires \valid(array + (0 .. array_len-1));
’ requires array_len > 0;
tools could be made to “support” C++
contracts pragmatically and ensures array[0] > -1606;
effiCientIy ensures array[0] <= 1001;

*/

| increment_array_func(int* array, si t array_len);

11 May 2026 23



TRUST® SOFT

Conclusions: formal methods to find
functional issues

 Inherently more difficult than runtime error detection because requirements should be
passed to the formal method tool

« The community that knows how to do this is a subset of all engineers, so availability is an issue

* One solution may be language innovation — with C++ contracts, this ability may become more
mainline with time

» Possibly lower the effort related to onboarding

« Another solution: have LLM generate contracts from requirements, assuming these are reasonably
documented (in the industry, may not always be the case)

« Formal methods as a journey
» The easiest: detect runtime errors via value analysis (analysis is fast)

» A Dbit more difficult: write contracts to enforce certain machine states based on value analysis
(analysis is fast)

« Keep formal proof for cases where it is truly needed, bearing in mind it will require specialized
resources

11 May 2026
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